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J:9Sm^ix, 7-C-tv^^y7by^Tcflc:^fe 

5ir>iissy7 h<?=-T t®m<ivx%m£)xz. - 
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(57)Abstract: 

PROBLEM TO BE SOLVED: To prevent with the simple 
operation of a user the unauthorized use of a software. 
SOLUTION: This software managing method is provided with a 
step for generating a second key 3 for identifying the peculiar 
use of a software on a computer machine on the basis of a first 
key 1 applied, corresponding to a user permission of the 
software and an identification code 2 characteristic of each 
computer machine for operating that software at least and a 
step for discriminating whether or not the software can be used 
based only on the second key 3 at the time of using the 
software. A license code 1 applied at license registration and 
the software use key 3 deciding whether or not each software 
can be used within the range of the license thereof are 
independently managed/ operated. 
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* NOTICES * 

Japan Patent Office is not responsible for any 
damages caused by the use of this translation. 

1This document has been translated by computer. So the translation may not reflect the original precisely. 
2.**** shows the word which can not be translated. 
3. In the drawings, any words are not translated. 



CLAIMS 

[Claim] 

[Claim 1] The 1st key which is the software-management technique of managing use of software through a 
network, and is given at least corresponding to use consent of software, The step which generates the 2nd key 
which discriminates the peculiar use on the aforementioned computer machine of the aforementioned software 
based on the identification code peculiar to each computer machine to which this software works, The 
software-management technique characterized by including the step which judges the propriety of use of the 
aforementioned software only based on the 2nd aforementioned key in the case of use of the aforementioned 
software. 

[Claim 2] The step which is the software-management technique of managing use of software through a 
network, and gives the 1 st key corresponding to use consent of software, The step which generates the 2nd 
key which discriminates the use with the aforementioned software peculiar when the 1st aforementioned key 
exists on each computer machine by which the aforementioned software works, The software-management 
technique characterized by including the step which judges the propriety of use of the aforementioned software 
only based on the 2nd aforementioned key in the case of use of the aforementioned software. 
[Claim 3] The generation step of the 2nd aforementioned key is the software-management technique given in 
the claim 1 characterized by generating the 2nd aforementioned key only based on the aforementioned 
identification code when the aforementioned software is used first. 

[Claim 4] 1st means to judge the existence of a reception of the 1st key given corresponding to use consent of 
software. Only when a reception of the 1st aforementioned key is judged by the 1st aforementioned means 
Software-management equipment characterized by providing 2nd means to generate the 2nd key which 
discriminates the peculiar use on the aforementioned computer machine of the aforementioned software, based 
on the identification code peculiar to each computer machine to which the aforementioned software works. 
[Claim 5] With the license issue server which performs use consent of software through a network It is a 
software managerial system possessing the use management server which manages use of this software, and 
the user system which works this software. The aforementioned license issue server possesses the 1 st-key 
generation section which gives the 1st key corresponding to use consent of software, the aforementioned use 
management server It is based on the 1st aforementioned key and the identification code peculiar to each 
computer machine to which this software works at least. The 2nd-key generation section which generates the 
2nd key which discriminates the peculiar use on the aforementioned computer machine of the aforementioned 
software is provided, the aforementioned user system The software managerial system characterized by 
providing the use judging section which judges the propriety of use of the aforementioned software only based 
on the 2nd aforementioned key in the case of use of the aforementioned software. 
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DETAILED DESCRIPTION 

[Detailed description] 
[0001] 

[The technical field to which invention belongs] About the software-management technique, software- 
management equipment, and a software managerial system, especially this invention prevents an unauthorized 
use of software by simple operation of a user in the electronic commerce on the network which sets software 
as the transaction object, and relates to the technique for realizing a flexible and efficient license management 
of software. 
[0002] 

[Prior art] The general procedure of minding networks, such as internet, and selling and managing software by 
electronic commerce is explained. 

[0003] A user receives a free distribution of the concerned software by downloading the software for which it 
asks through a network. The code (a license code is called hereafter) which shows the licensing for permitting 
use of the concerned software is notified from a dealer etc. to a user after the payment of a value. In case a 
user uses the concerned software, the inputted license code is checked and it is judged whether the concerned 
use is the just use based on a license. 

[0004] On the other hand, software makes it a property to be able to reproduce very easily. For this reason, 
after one software which obtained the license is unjustly copied to a reality, it is used improperly in many cases 
without notice by two or more computer machines. 

[0005] It is asked for managing the use on which computer machine of the software in [ every ] is permitted in 
order to prevent the illegal copy of this software. That is, in order to prevent two or more use which receives 
the license, to one software, the use in every computer machine of each software must be managed by 
identification code peculiar to a machine etc., respectively. 

[0006] As the technique of the conventional unauthorized use check, there was a formula which uses a license 
code for the 1st. A user is made to input a license code in this 1st formula at the time of use of software. It 
carries out a use check, using this license code as a key. 

[0007] However, by this 1st technique, if only it knows a single license code, even when there is only a license 
to one software, by two or more computer machines, other users overlap and can use the concerned software 
easily. Therefore, an unauthorized use was not able to be prevented enough. In addition, operation of a user will 
become complicated if a key is complicated highly. 

[0008] Moreover, as 2nd technique, there was a formula using identification code peculiar to a computer 
machine. In this 2nd formula, when a user downloads software, the identification code of the machine 
downloaded in this software is embedded. The identification code of the machine by which the identification 
code and the concerned software in software are working in the case of software use is checked automatically. 
Therefore, the unauthorized use of those other than the permitted machine can be prevented, without inputting 
a key, in case a user is use. 

[0009] However, the identification code of the computer machine of the license which exists at the time of a 
down load, and a down-load place will be tied up with this 2nd technique fixed. For this reason, upgrade, 
correction, etc. of software cannot be processed as change in the same license. Moreover, authentication of 
the software downloaded before license registration of operation cannot be performed, either. Also in these 
cases, the re run of the registration procedure of the same license as the time of new purchase is needed, and 
complicated operation is forced upon a user. On the other hand, the license manager side also needed to 
overlap and manage the information on the same software in the same machine, and the license management 
was complicated. 
[0010] 

[Object of the Invention] As mentioned above, since it is a use check by the selling key in the conventional 
technique, or single key called machine identification code, this invention is made, in order that an unauthorized 
use of software may solve easily the trouble where the operation by the side of a user and the employment by 
the side of a license manager were complicated. 

[0011] And the place made into the purpose is to offer the software-management technique, the software- 
management equipment, and the software managerial system which enable it to prevent an unauthorized use of 
software by simple operation of a user. 

[0012] Moreover, other purposes are to realize a license management of the general-purpose software which 
can correspond to the various selling gestalt on electronic commerce. 
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[0013] 

[The means for solving a technical problem] The characteristic feature of this invention for realizing the above- 
mentioned technical probrem is in the point of making the license code given at the time of software use 
consent, and the key of the use check in the case of the concerned software use becoming independent 
mutually. That is, it is in the point which divided the key at the time of license issue, and the key at the time of 
a license check. 

[0014] As for the key (a software use key is called hereafter) used for the check of software use, a peculiar 
key is given for every software and every machine. 

[0015] In order to realize such a function, invention of a claim 1 The 1st key which is the software-management 
technique of managing use of software through a network, and is given at least corresponding to use consent of 
software, The step which generates the 2nd key which discriminates the peculiar use on the aforementioned 
computer machine of the aforementioned software based on the identification code peculiar to each computer 
machine to which this software works, It is characterized by including the step which judges the propriety of 
use of the aforementioned software only based on the 2nd aforementioned key in the case of use of the 
aforementioned software. 

[0016] According to the above-mentioned configuration, it is enabled to confirm whether to be the use by 
which the license was carried out independently to the 1st key given at the time of use consent per each 
computer machine. Therefore, it is enabled to fully prevent an unauthorized use of software by simple operation 
of a user. 

[0017] Moreover, the step which invention of a claim 2 is the software-management technique of managing use 
of software through a network, and gives the 1st key corresponding to use consent of software. The step which 
generates the 2nd key which discriminates the use with the aforementioned software peculiar when the 1st 
aforementioned key exists on each computer machine by which the aforementioned software works. It is 
characterized by including the step which judges the propriety of use of the aforementioned software only 
based on the 2nd aforementioned key in the case of use of the aforementioned software. 
[0018] According to the above-mentioned configuration, it is enabled to confirm whether to be the use by 
which the license was carried out independently to the 1st key given at the time of use consent per each 
computer machine. Therefore, it is enabled to fully prevent an unauthorized use of software by simple operation 
of a user. 

[0019] Moreover, invention of a claim 3 performs authentication of the concerned software before software 
purchase of operation, when the aforementioned software is used first and the generation step of the 2nd 
aforementioned key generates the 2nd aforementioned key only based on the aforementioned identification 
code, and it becomes possible [ managing this authentication of operation ]. 

[0020] Moreover. 1st means to judge the existence of a reception of the 1st key to which invention of a claim 4 
is given corresponding to use consent of software, Only when a reception of the 1st aforementioned key is 
judged by the 1st aforementioned means It is characterized by providing 2nd means to generate the 2nd key 
which discriminates the peculiar use on the aforementioned computer machine of the aforementioned software, 
based on the identification code peculiar to each computer machine to which the aforementioned software 
works. 

[0021] According to the above-mentioned configuration, it is enabled to confirm whether to be the use by 
which the license was carried out independently to the 1st key given at the time of use consent per each 
computer machine. Therefore, it is enabled to fully prevent an unauthorized use of software by simple operation 
of a user. 

[0022] With furthermore, the license issue server to which invention of a claim 5 performs use consent of 
software through a network It is a software managerial system possessing the use management server which 
manages use of this software, and the user system which works this software. The aforementioned license 
issue server possesses the 1st~key generation section which gives the 1st key corresponding to use consent of 
software, the aforementioned use management server It is based on the 1st aforementioned key and the 
identification code peculiar to each computer machine to which this software works at least. The 2nd-key 
generation section which generates the 2nd key which discriminates the peculiar use on the aforementioned 
computer machine of the aforementioned software is provided, the aforementioned user system It is 
characterized by providing the use judging section which judges the propriety of use of the aforementioned 
software only based on the 2nd aforementioned key in the case of use of the aforementioned software. 
[0023] According to the above-mentioned configuration, it is enabled to prepare independently the sales 
management person of each software, and the manager of a license. 
[0024] 

[Gestalt of implementation of invention] Hereafter, the enforcement gestalt of this invention is explained in 
detail using a drawing. 

[0025] Drawjng.JL is drawing explaining the system configuration of the software-management equipment 
concerning this enforcement gestalt. and a system. As shown in drawin g 1 , the software managerial system 
concerning this enforcement gestalt is constituted by the sales management server 10, the user system 20, and 
the license management server 30. The network connection of the sales management server 10, the user 
system 20. and the license management server 30 is mutually carried out through networks (not shown), such 
as internet. 

[0026] The sales management server 10 is managed by the dealer which sells software based on the software 
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manufacturer's 40 etc. consignment. The sales management server 10 publishes the license code 1 to an user 
system 20 after checking the payment from the user as a value of the sold software. 

[0027] An user system 20 acquires software mainframe 5a which was chosen by the shop on internet etc. and 
for which it asks from the software manufacturer 40. This software 5a may be downloaded to an user system 
20 through internet 7, or may be distributed off-line with gestalt, such as CD-ROM9. 

[0028] The license management server 30 is managed by a dealer or the outsourcing contractor. The license 
management server 30 manages whether it is used by introducing each sold software into which which user's 
computer machine. Specifically, the license management server 30 publishes the software use key 3 to an user 
system 20, when the license code 1 of object software is published. 

[0029] Next, the architecture of each code which this enforcement gestalt uses, and a key is explained. 
[0030] The license code 1 is a code which discriminates use consent of the sold software. The license code 1 is 
given at the time of after [ sale ] license registration of software, and a software purchase user is notified of it. 
This license code 1 is constituted including for example, a software name, a selling number, license ID, a 
password, etc. The license code 1 corresponds with the 1st key during the publication by the claim. 
[0031] The machine identification code 2 is a code which discriminates the computer machine by which the 
concerned software should work peculiar after license registration. The license management server 30 is taken 
as the unit of a license management of this machine identification code 2 of software. The . machine 
identification code 2 is constituted including OS (Operation System) name of the computer machine by which 
software works, OS number, the hard-disk number into which software was introduced. 

[0032] The software use key 3 is a key which discriminates whether it is the just use based on the license by 
which use of the software in each user system 20 was published. A peculiar key is given for each [ it is needed 
in case each software is used for this software use key 3 ] computer machine of every. In each user system 20, 
it judges whether it is use of the domain (for example, is it the use on one permitted computer machine?) by 
which use consent of the use of the concerned software was carried out using this software use key 3. The 
software use key 3 is constituted including the identification information of a machine, software identification 
information, a date-and-time information, etc. The identification information of a machine may be generated 
through arbitrary transform processing from the machine identification code 2. Similarly, software identification 
information may be generated through arbitrary transform processing from the license code 1. When other, for 
example, use, consent [ above ] is with a time limit as a component, it may be constituted including a use 
consent term information. Furthermore, it may be constituted including the used mode. This used mode can be 
used in the case of a use judging, and it can distinguish, respectively whether the concerned use is which the 
mode in the authentication mode of operation, the rental use mode, the with-a-time-limit license use mode, the 
indefinite license mode, etc. The software use key 3 corresponds with the 2nd key during the publication by the 
claim. 

[0033] This software use key 3 is independently used as a cancel key of a disable in the case of a use check. 
That is, the license code 1 is independent of mutual. For this reason, you may publish two or more software use 
keys 3 to one license code 1. Thereby, when accepting use by two or more computer machines in one license, 
it can correspond. Moreover, without a user being conscious, the software use key 3 is embedded into object 
software etc., and is used for a use check. Therefore, encryption and complication may be given to arbitration 
for unauthorized use prevention. 

[0034] In addition, architecture, generation methods, etc. other than the above of the license code 1, the 
machine identification code 2, and the software use key 3 are arbitrary, and may be generated by the technique 
generally known. 

[0035] Next, the procedure of the software-management technique which starts this enforcement gestalt with 
reference to drawing 4 from drawing 2 , software-management equipment, and a software managerial system is 
explained. 

(1) Explain below the procedure at the time of newly purchasing the software for which it asks at the time of 
software new purchase with reference to drawing 2 . 

[0036] First, a user acquires the software for which it asks by down load etc. (S10). 

[0037] Next, a user performs authentication of the concerned software of operation for decision of the right or 
wrong of the purchase of the downloaded software (S20). Processing of this authentication of operation is 
attained through an authentication registration screen of operation in the case of first time activation of the 
concerned software etc., for example. 

[0038] At the time of authentication of operation, a use check is performed using a temporary software use 
key. The temporary software use key issue procedure at the time of authentication of operation is shown in 
drawing 3 . The license management server 30 receives a demand of the software use for authentication of 
operation from an user system 20 with the machine identification code 2 of a computer machine which 
transmits the concerned demand. The license management server 30 publishes temporary software use key 3a 
to an user system 20 based on this machine identification code 2. A use judging of the concerned software is 
performed by published temporary software use key 3a. For this reason, before a volition display of purchase 
performs license registration, even if a sale side is, it can work the concerned software only by the 
predetermined machine. Moreover, since the above-mentioned processing is performed only with the license 
management server 30, a sale side (sales management server 10) does not need to process the authentication 
demand of operation with many frequencies. On the other hand, a user can purchase software for the content 
of the software for which it asks if needed after authentication. 
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[0039] In addition, this temporary software use key 3a is generated by the license management server 30 
including the expiration date information which shows till when the concerned software can use it. For this 
reason, in an user system side, it is difficult to detect the expiration date information embedded into software 
use key 3a, and changing a term information unjustly and using the concerned software indefinitely is 
prevented. By inhibiting an alteration of this term information, it also becomes possible to form the above- 
mentioned license use mode etc. as mode of software use. 

[0040] Next, if the user who hardened the purchase volition by authentication of operation pays [ software ] in, 
the license code 1 corresponding to sales data, such as a purchase user name, the number of purchase books, 
etc. of the concerned software, will be given after that, and it will be notified to an user system 20 from a 
selling server etc. (D1 in drawing 1 ). The sales management server 10 stores this license registration 
information in the selling database 12 with the corresponding license code 1. This license code 1 is stored also 
in the license management database 32 which the license management server 30 manages simultaneously (D2 
in drawing 1 ). 

[0041] Next, the user to whom the license code 1 was given performs license registration to the license 
management server 30 (S30). Specifically, online connection of between an user system 20 and the license 
management servers 30 is made first. The license management server's 30 network address embedded at the 
general purpose module which accompanies the downloaded software may be used for this connection. A user 
inputs the license code 1 through the initial screen of object software etc. By the input of this license code 1, 
the license code 1 and the machine identification code 2 are transmitted to the license management server 30 
(D3 in dr awin g 1 ). This machine identification code 2 is acquirable by reading the identification information 
peculiar to a computer machine by which the concerned license registration was started using the interruption 
instruction generally known, for example. 

[0042] The license management server 30 generates the software use key 3 after this license registration 
(S40). In addition, processing of this software use key generation may be immediately performed after license 
registration, and may be performed in the case of use of the beginning of the concerned software. 
[0043] With reference to drawing 4 , the software use key generation procedure after license registration is 
explained in detail. The license management server 30 receives the machine identification code 2 of a computer 
machine from an user system 20 (D3 in drawing 1 ). The license management server 30 searches the machine 
identification code 2 which received, and the license code 1 corresponding to the software by which the use 
demand was carried out in the license management database 32. This license code 1 may be beforehand stored 
in the license management database 32, and may be acquired from the sales management server 10 at the time 
of software use key issue. When the corresponding license code 1 exists, the license management server 30 
publishes software use key 3b about the concerned software to an user system 20 based on the machine 
identification code 2 (D4 in drawing 1 ). When the corresponding license code 1 does not exist, the license 
management server 30 does not generate software use key 3b. It is received by the user system 20, and in the 
software for a license, published software use key 3b relates with a store or the concerned software, and is 
stored. On the other hand, if the machine identification code 2 in each user system 20 is managed, it is 
sufficient for the license management server 30. and he does not need to be conscious of each software use 
key 3b. For this reason, when software use key 3b is changed by the user system 20 side for the purpose, such 
as a security maintenance, if needed, the update of the data by the side of the license management server 30 
is unnecessary, and a license management becomes easy. 

[0044] Next, when object software is started for a user in an user system 20, software use check processing is 
performed (S50). Use check processing is performed only based on the software use key 3 stored 
corresponding to the started software. The technique of a use judging generally known as the concrete 
technique of this use check according to the architecture of the software use key 3 may be chosen. 
[0045] In addition, in this use judging, the correlation check with other license codes 1 is unnecessary. For this 
reason, it is not necessary to make online connection at sales management server 10 and the license 
management server 30, and required sufficient use check can be completed by user system 20 independent 
one. 

[0046] Moreover, this use check processing is performed as background processing accompanied by a user's 
input. For this reason, a user does not need to be conscious of the software use key 3 complicated highly. 
Moreover, the license code 1 is kept in mind and it is not necessary to carry out an input etc. at every use. 
Therefore, a user's operability improves sharply. 

[0047] The concerned software is made usable when the activation on the concerned computer machine of the 
concerned software is confirmed by this use check (S60). On the other hand, in the case of this use check an 
alteration of the activation by the computer machine of the outside for a license or the software use key 3 etc. 
can make use of the concerned software impossible as an unauthorized use, when it judges that the concerned 
use is invalid. 

[0048] That is, since software use key 3b is generated from the machine identification code 2, when started on 
other computer machines, a difference of machine identification code is detected easily and it can prevent the 
use on other computer machines. 

(2) Explain the procedure at the time of license information change in case the time of license information 
change, next the license registration about object software are already made below. 

(a) In upgrade, explain the case of upgrade of object software to the 1st. A user acquires the new version of 
possession software from the software manufacturer 40 by down load etc. like the case of new purchase. 
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[0049] Next, license information change processing is started. The license information change request from the 
user system in drawing 1 20 is transmitted to the license management server 30. This license information 
change request includes the information which shows upgrade of the concerned software. If the license 
management server 30 is the machine identification code 2 by which license authorization was carried out 
based on this license information change request, he will generate the software use key 3 corresponding to a 
new version. This new software use key 3 updates the license management database 32 while it is transmitted 
to an user system 20. 

[0050] Thus, it is good only by changing the software use key 3 with this enforcement gestalt also in upgrade. A 
new use key can be given under the same license independently [ the license code 1 ]. For this reason, the 
sales management server 10 does not need to perform processing relevant to upgrade by each user system of 
the same license. With this enforcement gestalt, free upgrade is also realized easily. On the other hand, a user 
does not need to perform re-registration processing of a license at every upgrade, either, and operability 
improves. 

(b) Explain the case where the computer machine which works the software by which the license is carried out 
to the 2nd in an used machine change is changed. 

[0051] First, a user starts and performs license cancellation processing on the computer machine by which the 
license is carried out. 

[0052] An user system 20 transmits a license cancellation information to the license management server 30 
after license cancellation processing execution. The license management server 30 generates an used machine 
change code (not shown) according to this license cancellation information, and transmits to an user system 20. 
In an user system 20. a user performs license registration processing on the computer machine which should 
newly use the concerned software. The used machine change code given at the time of this license registration 
processing is inputted, and the software use key 3 is updated. Thereby, the software use key 3 on a new 
computer machine is acquirable under the same license. 

[0053] For this reason, the license management server 30 can match and manage the old and new computer 
machine by which the software under the same license is used. On the other hand, a user can also perform 
license cancellation processing by the computer machine which ends use, and can move a software use key by 
simple operation of only inputting the given used machine change code on a license registration screen etc. 
[0054] 

[Effect of the invention] As explained above, according to this invention, an effect which is indicated below is 
done so. 

[0055] That is. the software-management technique, the software-management equipment, and the system 
concerning this invention offer the function which checks software use in software use code peculiar to every 
machine of each software generated from not the license code given at the time of use consent itself but a 
license code, and machine identification code. For this reason, it is not accompanied by complicated operation 
of a user, but the effect of enabling it to prevent an illegal copy easily per computer machine is acquired. 
[0056] Furthermore, by having divided the license code and the software use key, a license management server 
can be formed independently and it is enabled to realize a license management of the general-purpose software 
which can correspond to the various selling gestalt on electronic commerce. 

[0057] Thus, if this invention is used, a license management of simple and flexible software will be realized, and 
the convenience of the both sides of a software feeder and a software use user will improve remarkably. 



[Translation done.] 
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TECHNICAL HELD 

[The technical field to which invention belongs] About the software-management technique, software- 
management equipment, and a software managerial system, especially this invention prevents an unauthorized 
use of software by simple operation of a user in the electronic commerce on the network which sets software 
as the transaction object, and relates to the technique for realizing a flexible and efficient license management 
of software. 
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PRIOR ART 

[Prior art] The general procedure of minding networks, such as internet, and selling and managing software by 
electronic commerce is explained. 

[0003] A user receives a free distribution of the concerned software by downloading the software for which it 
asks through a network. The code (a license code is called hereafter) which shows the licensing for permitting 
use of the concerned software is notified from a dealer etc. to a user after the payment of a value. In case a 
user uses the concerned software, the inputted license code is checked and it is judged whether the concerned 
use is the just use based on a license. 

[0004] On the other hand, software makes it a property to be able to reproduce very easily. For this reason, 
after one software which obtained the license is unjustly copied to a reality, it is used improperly in many cases 
without notice by two or more computer machines. 

[0005] It is asked for managing the use on which computer machine of the software in [ every ] is permitted in 
order to prevent the illegal copy of this software. That is, in order to prevent two or more use which receives 
the license to one software, the use in every computer machine of each software must be managed by 
identification code peculiar to a machine etc., respectively. 

[0006] As the technique of the conventional unauthorized use check, there was a formula which uses a license 
code for the 1 st. A user is made to input a license code in this 1 st formula at the time of use of software. It 
carries out a use check, using this license code as a key. 

[0007] However, by this 1st technique, if only it knows a single license code, even when there is only a license 
to one software, by two or more computer machines, other users overlap and can use the concerned software 
easily. Therefore, an unauthorized use was not able to be prevented enough. In addition, operation of a user will 
become complicated if a key is complicated highly. 

[0008] Moreover, as 2nd technique, there was a formula using identification code peculiar to a computer 
machine. In this 2nd formula, when a user downloads software, the identification code of the machine 
downloaded in this software is embedded. The identification code of the machine by which the identification 
code and the concerned software in software are working in the case of software use is checked automatically. 
Therefore, the unauthorized use of those other than the permitted machine can be prevented, without inputting 
a key, in case a user is use. 

[0009] However, the identification code of the computer machine of the license which exists at the time of a 
down load, and a down-load place will be tied up with this 2nd technique fixed. For this reason, upgrade, 
correction, etc. of software cannot be processed as change in the same license. Moreover, authentication of 
the software downloaded before license registration of operation cannot be performed, either. Also in these 
cases, the re run of the registration procedure of the same license as the time of new purchase is needed, and 
complicated operation is forced upon a user. On the other hand, the license manager side also needed to 
overlap and manage the information on the same software in the same machine, and the license management 
was complicated. 
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EFFECT OF THE INVENTION 

[Effect of the invention] As explained above, according to this invention, an effect which is indicated below is 
done so. 

[0055] That is, the software-management technique, the software-management equipment, and the system 
concerning this invention offer the function which checks software use in software use code peculiar to every 
machine of each software generated from not the license code given at the time of use consent itself but a 
license code, and machine identification code. For this reason, it is not accompanied by complicated operation 
of a user, but the effect of enabling it to prevent an illegal copy easily per computer machine is acquired. 
[0056] Furthermore, by having divided the license code and the software use key, a license management server 
can be formed independently and it is enabled to realize a license management of the general-purpose software 
which can correspond to the various selling gestalt on electronic commerce. 

[0057] Thus, if this invention is used, a license management of simple and flexible software will be realized, and 
the convenience of the both sides of a software feeder and a software use user will improve remarkably. 



[Translation done.] 



http://www4.ipdl.jpo.gojp/cgi-bi n/tran_web_cgLejje 



2002/06/06 



1/1 v 



* NOTICES * 

Japan Patent Office is not responsible for any 
damages caused by the use of this translation. 

1 .This document has been translated by. computer. So the translation may not reflect the original precisely. 
2.**** shows the word which can not be translated. 
3.1n the drawings, any words are not translated. 



TECHNICAL PROBLEM 

[Object of the Invention] As mentioned above, since it is a use check by the selling key in the conventional 
technique, or single key called machine identification code, this invention is made, in order that an unauthorized 
use of software may solve easily the trouble where the operation by the side of a user and the employment by 
the side of a license manager were complicated. 

[0011] And the place made into the purpose is to offer the software-management technique, the software- 
management equipment, and the software managerial system which enable it to prevent an unauthorized use of 
software by simple operation of a user. 

[0012] Moreover, other purposes are to realize a license management of the general-purpose software which 
can correspond to the various selling gestalt on electronic commerce. 
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MEANS 

[The means for solving a technical problem] The characteristic feature of this invention for realizing the above- 
mentioned technical probrem is in the point of making the license code given at the time of software use 
consent, and the key of the use check in the case of the concerned software use becoming independent 
mutually. That is, it is in the point which divided the key at the time of license issue, and the key at the time of 
a license check. 

[0014] As for the key (a software use key is called hereafter) used for the check of software use, a peculiar 
key is given for every software and every machine. 

[0015] In order to realize such a function, invention of a claim 1 The 1st key which is the software-management 
technique of managing use of software through a network, and is given at least corresponding to use consent of 
software, The step which generates the 2nd key which discriminates the peculiar use on the aforementioned 
computer machine of the aforementioned software based on the identification code peculiar to each computer 
machine to which this software works. It is characterized by including the step which judges the propriety of 
use of the aforementioned software only based on the 2nd aforementioned key in the case of use of the 
aforementioned software. 

[0016] According to the above-mentioned configuration, it is enabled to confirm whether to be the use by 
which the license was carried out independently to the 1st key given at the time of use consent per each 
computer machine. Therefore, it is enabled to fully prevent an unauthorized use of software by simple operation 
of a user. 

[0017] Moreover, the step which invention of a claim 2 is the software-management technique of managing use 
of software through a network, and gives the 1st key corresponding to use consent of software. The step which 
generates the 2nd key which discriminates the use with the aforementioned software peculiar when the 1st 
aforementioned key exists on each computer machine by which the aforementioned software works, It is 
characterized by including the step which judges the propriety of use of the aforementioned software only 
based on the 2nd aforementioned key in the case of use of the aforementioned software. 
[0018] According to the above-mentioned configuration, it is enabled to confirm whether to be the use by 
which the license was carried out independently to the 1st key given at the time of use consent per each 
computer machine. Therefore, it is enabled to fully prevent an unauthorized use of software by simple operation 
of a user. 

[0019] Moreover, invention of a claim 3 performs authentication of the concerned software before software 
purchase of operation, when the aforementioned software is used first and the generation step of the 2nd 
aforementioned key generates the 2nd aforementioned key only based on the aforementioned identification 
code, and it becomes possible [ managing this authentication of operation ]. 

[0020] Moreover, 1st means to judge the existence of a reception of the 1st key to which invention of a claim 4 
is given corresponding to use consent of software. Only when a reception of the 1st aforementioned key is 
judged by the 1st aforementioned means It is characterized by providing 2nd means to generate the 2nd key 
which discriminates the peculiar use on the aforementioned computer machine of the aforementioned software, 
based on the identification code peculiar to each computer machine to which the aforementioned software 
works. 

[0021] According to the above-mentioned configuration, it is enabled to confirm whether to be the use by 
which the license was carried out independently to the 1st key given at the time of use consent per each 
computer machine. Therefore, it is enabled to fully prevent an unauthorized use of software by simple operation 
of a user. 

[0022] With furthermore, the license issue server to which invention of a claim 5 performs use consent of 
software through a network It is a software managerial system possessing the use management server which 
manages use of this software, and the user system which works this software. The aforementioned license 
issue server possesses the 1st-key generation section which gives the 1st key corresponding to use consent of 
software, the aforementioned use management server It is based on the 1st aforementioned key and the 
identification code peculiar to each computer machine to which this software works at least. The 2nd-key 
generation section which generates the 2nd key which discriminates the peculiar use on the aforementioned 
computer machine of the aforementioned software is provided, the aforementioned user system It is 
characterized by providing the use judging section which judges the propriety of use of the aforementioned 
software only based on the 2nd aforementioned key in the case of use of the aforementioned software. 
[0023] According to the above-mentioned configuration, it is enabled to prepare independently the sales 
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management person of each software, and the manager of a license. 
[0024] 

[Gestalt of implementation of invention] Hereafter, the enforcement gestalt of this invention is explained in 
detail using a drawing. 

[0025] Drawing 1 is drawing explaining the system configuration of the software -management equipment 
concerning this enforcement gestalt, and a system. As shown in drawing 1 , the software managerial system 
concerning this enforcement gestalt is constituted by the sales management server 10, the user system 20, and 
the license management server 30. The network connection of the sales management server 10, the user 
system 20, and the license management server 30 is mutually carried out through networks (not shown), such 
as internet. 

[0026] The sales management server 10 is managed by the dealer which sells software based on the software 
manufacturer's 40 etc. consignment. The sales management server 10 publishes the license code 1 to an user 
system 20 after checking the payment from the user as a value of the sold software. 

[0027] An user system 20 acquires software mainframe 5a which was chosen by the shop on internet etc. and 
for which it asks from the software manufacturer 40. This software 5a may be downloaded to an user system 
20 through internet 7, or may be distributed off-line with gestalt. such as CD-ROM9. 

[0028] The license management server 30 is managed by. a dealer or the outsourcing contractor. The license 
management server 30 manages whether it is used by introducing each sold software into which which user's 
computer machine. Specifically, the license management server 30 publishes the software use key 3 to an user 
system 20, when the license code 1 of object software is published. 

[0029] Next, the architecture of each code which this enforcement gestalt uses, and a key is explained. 
[0030] The license code 1 is a code which discriminates use consent of the sold software. The license code. 1 is 
given at the time of after [ sale ] license registration of software, and a software purchase user is notified of it. 
This license code 1 is constituted including for example, a software name, a selling number, license ID, a 
password, etc. The license code 1 corresponds with the 1st key during the publication by the claim. 
[0031] The machine identification code 2 is a code which discriminates the computer machine by which the 
concerned software should work peculiar after license registration. The license management server 30 is taken 
as the unit of a license management of this machine identification code 2 of software. The machine 
identification code 2 is constituted including OS (Operation System) name of the computer machine by which 
software works, OS number, the hard-disk number into which software was introduced. 

[0032] The software use key 3 is a key which discriminates whether it is the just use based on the license by 
which use of the software in each user system 20 was published. A peculiar key is given for each [ it is needed 
in case each software is used for this software use key 3 ] computer machine of every. In each user system 20, 
it judges whether it is use of the domain (for example, is it the use on one permitted computer machine?) by 
which use consent of the use of the concerned software was carried out using this software use key 3. The 
software use key 3 is constituted including the identification information of a machine, software identification 
information, a date-and-time information, etc. The identification information of a machine may be generated 
through arbitrary transform processing from the machine identification code 2. Similarly, software identification 
information may be generated through arbitrary transform processing from the license code 1. When other, for 
example, use, consent [ above ] is with a time limit as a component, it may be constituted including a use 
consent term information. Furthermore, it may be constituted including the used mode. This used mode can be 
used in the case of a use judging, and it can distinguish, respectively whether the concerned use is which the 
mode in the authentication mode of operation, the rental use mode, the with-a-time-limit license use mode, the 
indefinite license mode, etc. The software use key 3 corresponds with the 2nd key during the publication by the 
claim. 

[0033] This software use key 3 is independently used as a cancel key of a disable in the case of a use check. 
That is. the license code 1 is independent of mutual. For this reason, you may publish two or more software use 
keys 3 to one license code 1. Thereby, when accepting use by two or more computer machines in one license, 
it can correspond. Moreover, without a user being conscious, the software use key 3 is embedded into object 
software etc., and is used for a use check. Therefore, encryption and complication may be given to arbitration 
for unauthorized use prevention. 

[0034] In addition, architecture, generation methods, etc. other than the above of the license code 1, the 
machine identification code 2. and the software use key 3 are arbitrary, and may be generated by the technique 
generally known. 

[0035] Next, the procedure of the software-management technique which starts this enforcement gestalt with 
reference to drawing 4 from dr awing 2 , software-management equipment, and a software managerial system is 
explained. 

(1) Explain below the procedure at the time of newly purchasing the software for which it asks at the time of 
software new purchase with reference to drawing 2 . 

[0036] First, a user acquires the software for which it asks by down load etc. (S10). 

[0037] Next, a user performs authentication of the concerned software of operation for decision of the right or 
wrong of the purchase of the downloaded software (S20). Processing of this authentication of operation is 
attained through an authentication registration screen of operation in the case of first time activation of the 
concerned software etc., for example. 

[0038] At the time of authentication of operation, a use check is performed using a temporary software use 
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key. The temporary software use key issue procedure at the time of authentication of operation is shown in 
drawing 3 . The license management server 30 receives a demand of the software use for authentication of 
operation from an user system 20 with the machine identification code 2 of a computer machine which 
transmits the concerned demand. The license management server 30 publishes temporary software use key 3a 
to an user system 20 based on this machine identification code 2. A use judging of the concerned software is 
performed by published temporary software use key 3a. For this reason, before a volition display of purchase 
performs license registration, even if a sale side is, it can work the concerned software only by the 
predetermined machine. Moreover, since the above-mentioned processing is performed only with the license 
management server 30, a sale side (sales management server 10) does not need to process the authentication 
demand of operation with many frequencies. On the other hand, a user can purchase software for the content 
of the software for which it asks if needed after authentication. 

[0039] In addition, this temporary software use key 3a is generated by the license management server 30 
including the expiration date information which shows till when the concerned software can use it. For this 
reason, in an user system side, it is difficult to detect the expiration date information embedded into software 
use key 3a, and changing a term information unjustly and using the concerned software indefinitely is 
prevented. By inhibiting an alteration of this term information, it also becomes possible to form the above- 
mentioned license use mode etc. as mode of software use. 

[0040] Next, if the user who hardened the purchase volition by authentication of operation pays [software ] in, 
the license code 1 corresponding to sales data, such as a purchase user name, the number of purchase books, 
etc. of the concerned software, will be given after that, and it will be notified to an user system 20 from a 
selling server etc. (D1 in drawing 1 ). The sales management server 10 stores this license registration 
information in the selling database 12 with the corresponding license code 1. This license code 1 is stored also 
in the license management database 32 which the license management server 30 manages simultaneously (D2 
in drawing 1 ). 

[0041] Next, the user to whom the license code 1 was given performs license registration to the license 
management server 30 (S30). Specifically, online connection of between an user system 20 and the license 
management servers 30 is made first. The license management server's 30 network address embedded at the 
general purpose module which accompanies the downloaded software may be used for this connection. A user 
inputs the license code 1 through the initial screen of object software etc. By the input of this license code 1, 
the license code 1 and the machine identification code 2 are transmitted to the license management server 30 
(D3 in drawing J ). This machine identification code 2 is acquirable by reading the identification information 
peculiar to a computer machine by which the concerned license registration was started using the interruption 
instruction generally known, for example. 

[0042] The license management server 30 generates the software use key 3 after this license registration 
(S40). In addition, processing of this software use key generation may be immediately performed after license 
registration, and may be performed in the case of use of the beginning of the concerned software. 
[0043] With reference to drawing 4 , the software use key generation procedure after license registration is 
explained in detail. The license management server 30 receives the machine identification code 2 of a computer 
machine from an user system 20 (D3 in drawing 1 ). The license management server 30 searches the machine 
identification code 2 which received, and the license code 1 corresponding to the software by which the use 
demand was carried out in the license management database 32. This license code 1 may be beforehand stored 
in the license management database 32, and may be acquired from the sales management server 10 at the time 
of software use key issue. When the corresponding license code 1 exists, the license management server 30 
publishes software use key 3b about the concerned software to an user system 20 based on the machine 
identification code 2 (D4 in drawing 1 ). When the corresponding license code 1 does not exist, the license 
management server 30 does not generate software use key 3b. It is received by the user system 20, and in the 
software for a license, published software use key 3b relates with a store or the concerned software, and is 
stored. On the other hand, if the machine identification code 2 in each user system 20 is managed, it is 
sufficient for the license management server 30, and he does not need to be conscious of each software use 
key 3b. For this reason, when software use key 3b is changed by the user system 20 side for the purpose, such 
as a security maintenance, if needed, the update of the data by the side of the license management server 30 
is unnecessary, and a license management becomes easy. 

[0044] Next, when object software is started for a user in an user system 20. software use check processing is 
performed (S50). Use check processing is performed only based on the software use key 3 stored 
corresponding to the started software. The technique of a use judging generally known as the concrete 
technique of this use check according to the architecture of the software use key 3 may be chosen. 
[0045] In addition, in this use judging, the correlation check with other license codes 1 is unnecessary. For this 
reason, it is not necessary to make online connection at sales management server 10 and the license 
management server 30, and required sufficient use check can be completed by user system 20 independent 
one. 

[0046] Moreover, this use check processing is performed as background processing accompanied by a user's 
input. For this reason, a user does not need to be conscious of the software use key 3 complicated highly. 
Moreover, the license code 1 is kept in mind and it is not necessary to carry out an input etc. at every use. 
Therefore, a user's operability improves sharply. 

[0047] The concerned software is made usable when the activation on the concerned computer machine of the 
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concerned software is confirmed by this use check (S60). On the other hand, in the case of this use check, an 
alteration of the activation by the computer machine of the outside for a license or the software use key 3 etc. 
can make use of the concerned software impossible as an unauthorized use, when it judges that the concerned 
use is invalid. 

[0048] That is, since software use key 3b is generated from the machine identification code 2, when started on 
other computer machines, a difference of machine identification code is detected easily and it can prevent the 
use on other computer machines. 

(2) Explain the procedure at the time of license information change in case the time of license information 
change, next the license registration about object software are already made below. 

(a) In upgrade, explain the case of upgrade of object software to the 1st. A user acquires the new version of 
possession software from the software manufacturer 40 by down load etc. like the case of new purchase. 
[0049] Next, license information change processing is started. The license information change request from the 
user system in drawing 1 20 is transmitted to the license management server 30; This license information 
change request includes the information which shows upgrade of the concerned software. If the license 
management server 30 is the machine identification code 2 by which license authorization was carried out 
based on this license information change request, he will generate the software use key 3 corresponding to a 
new version. This new software use key 3 updates the license management database 32 while it is transmitted 
to an user system 20. 

[0050] Thus, it is good only by changing the software use key 3 with this enforcement gestalt also in upgrade. A 
new use key can be given under the same license independently [ the license code 1 ]. For this reason, the 
sales management server 10 does not need to perform processing relevant to upgrade by each user system of 
the same license. With this enforcement gestalt, free upgrade is also realized easily. On the other hand, a user 
does not need to perform re-registration processing of a license at every upgrade, either, and operability 
improves. 

(b) Explain the case where the computer machine which works the software by which the license is carried out 
to the 2nd in an used machine change is changed. 

[0051] First, a user starts and performs license cancellation processing on the computer machine by which the 
license is carried out. 

[0052] An user system 20 transmits a license cancellation information to the license management server 30 
after license cancellation processing execution. The license management server 30 generates an used machine 
change code (not shown) according to this license cancellation information, and transmits to an user system 20. 
In an user system 20, a user performs license registration processing on the computer machine which should 
newly use the concerned software. The used machine change code given at the time of this license registration 
processing is inputted, and the software use key 3 is updated. Thereby, the software use key 3 on a new 
computer machine is acquirable under the same license. 

[0053] For this reason, the license management server 30 can match and manage the old and new computer 
machine by which the software under the same license is used. On the other hand, a user can also perform 
license cancellation processing by the computer machine which ends use, and can move a software use key by 
simple operation of only inputting the given used machine change code on a license registration screen etc. 



[Translation done.] 



http:/ / www4.ipdl.jpo.go.jp/ cgi-bin/ tran_web_cgi_ejje 



2002/06/06 



1/1 V 



* NOTICES * 

Japan Patent Office is not responsible for any 
damages caused by the use of this translation. 

LThis document has been translated by computer. So the translation may not reflect the original precisely. 
2.**** shows the word which can not be translated. 
3.1n the drawings, any words are not translated. 



DESCRIPTION OF DRAWINGS • 
[An easy explanation of a drawing] 

C Drawing 1 ] It is the block diagram showing the system configuration of the software-management equipment 
concerning the enforcement gestalt of this invention, and a system. 

[ Drawin g 2 ] It is the flow chart which shows the procedure of the software-management technique concerning 
the enforcement gestalt of this invention. 

[ Drawing 3 ] It is drawing explaining generation processing of the temporary software use key for 
authentication of operation. 

C Drawing 4 ] It is drawing explaining generation processing of the software use key after license registration. 

[An explanation of a sign] 

D1 License code data 

D2 License code data 

D3 Machine identification code data 

D4 Software use key data 
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[ Drawing 4 ] 
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